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ABSTRACT

In this paper, we experimentally verify the expected differential probability under the markov cipher assumption and the
distribution of the differential probability. Firstly, we validate the expected differential probability of 6round-PRESENT of the
lightweight block cipher under the markov cipher assumption by analyzing the empirical differential probability. Secondly, we
demonstrate that even though the expected differential probability under the markov cipher assumption seems valid, the
empirical distribution does not follow the well-known distribution of the differential probability. The results was deduced
from the 4round-GIFT. Finally, in order to analyze whether the key-schedule affects the mis-matching phenomenon, we
collect the results while changing the XOR positions of round keys on GIFT. The results show that the key-schedule is not
the only factor to affect the mis-matching phenomenon. Leveraging on GPGPU technology, the data collection process can
be performed about 157 times faster than using CPU only.
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Algorithm 1. Sampling Data for testing
Input: n,, n,, == [G. G, C]
Output: 7, (nz77 n,). D, (np, n,)

Set counter 7, (n,,n,)=0, D,(n,n,)=0
1. for i from 1 to n, do

1.1 Choose master key &, randomly.

1.2 Calculate round keys via the
corresponding key schedule.

1.3 Save round keys.

2. for i from 1 to n, do

2.1 Choose plaintext p;; randomly.
2.2 Generate plaintext p;,
(where p,, =p,; D)
2.3 Save plaintext p;;, p,, group
3. for i from 1 to n, do
for j from 1 to n, do
for I from 1 to r do
if Encryptz(p“, )@ Encrypt(p,, . k; ) = G
if Encryptr(pm k;) @ Encrypt” (plQ,kj)*C,’.
D, (np7 n,) ++
break:
if I=(r+1) Tl(n nk)++ D, (n nk)++
4. return J;(np., n,), D, (n 7, M, )

Fig. 2. Algorithm of the Sampling Data for
testing
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Table 1. comparison table using CPU and GPU

of PRESENT : Single-threaded on CPU.

Processor number of number of | time
Unit plaintext pairs keys (min)
CPU 223 448
GPU 3
CPU o2 913807 896
GPU 7
CPU 25 1794
GPU 2 3

Table 2. comparison table using CPU and GPU

of GIFT : Single-threaded on CPU.

Processor number of number of | time
Unit plaintext pairs keys (min)
CPU 523 474
GPU 3
CPU 224 21&8()7 941
GPU 6
CPU 525 1885
GPU 12

Table 3. Experimental results of satisfying

Right pairs of PRESENT's 6 round differentials
Differential B turkon XM, D, (n, m;)

(edNed 255.8441
(edNes 215.9423
(es¥ed) 128 228.8751
(edNes) 252.9478
(edNed) 253.2181
(ed¥ed! 256.3218
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Table 4. Experimental results of PRESENTs 6
round trails
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Table 5. Experimental results of GIFT's 4 round
iterative trails

Prail Eyrron for 7, (n,, 1)[K] p
<, | Mean (X) |Variance (s?)

lod 127.9727 127.4301| —0.0045
o 128.0434 183.4652|  0.0072
ch 198 128.0264 180.9841|  0.0044
o 128.0907 127.5343|  0.0150
ol 128.0725 163.7701|  0.0120
Yo 128.0212 162.1695|  0.0035

for 7, (np7 1)[k]
Trail Eﬂfar/cm/ X np —
Mean(X) | Variance(s?)
@ N 32.0040 31.9066
c* 31.9175 3102.3117
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Table 6. Experimental results of GIFT's 4 round
trails

XOR for 7, (n,, 1)[k]
2 o Ezlfarkav z f
Trail| posit |/~ Mean [Variance| Z
on | " | (0| (4
000* 31.94 32.16| 14406.7| —1.2
00*0 31.99 31.75| 14223.4| —0.2
G 00** 32.00 31.90| 14292.1 0.0
¢ *0*0 31.99 32.08] 14372.7| —0.2
0*0* 32.05 31.85| 14269.4 1.0
Horokk 32 31.99 31.17| 13965.3] —0.2
000* 32.29 3124.06|1399481.6 0.6
00*0 128.85 126.31| 56582.93| 1031.8
Ies 00** 31.91 3102.26|1389718.7] —0.2
¢ *0*0 127.93 127.78| 57241.6| 1016.1
0*0* 31.96 3100.26|1388820.6] —0.1
ke 31.79 3091.13|1384733.0, —0.5
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Pseudocode 1. GPU & CPU Process of
Algorithm 1

1. cudaMemcpyToSymbol(d_Trail, h_Trail, size):
cudaMemcpyToSymbol(d_Diff, h_Diff, size):
// Set Trail & Differential for GPU
2. for(j=0; i{Key_Iter: j++)
{Gen_Rand_Key {(Int, Int)>> (d_key):
cudaMemcpy (h_key(j),d_key)}
// Generate random key at GPU
3. for(i=0; i(Text_Iter: i++)
{
Gen_Rand_PlainText(h_PTs):
// Generate random plaintexts at CPU

cudaMemcpyToSymbol(d_PTs, h_PTs, size);
// Set plaintexts for GPU

for(j=0: jXKey_Iter: j++)

{

/*

typedef struct RESULT

{ UINT64 num_trail, UINT64 num_Diff }:

*/
RESULT * h_result = malloc(size):
RESULT * d_result:
cudaMalloc(d_result, size):

memset (h_result, 0, size);
cudaMemcpy(d_result, h_result, size):
cudaMemcpy(d_key, h_key(j), size):
// Set result and key for GPU

each_thread {{{Int, Int))) (d_result, d_key)

// Calculate the number of Plaintexts
satisfying the Differentials or Trails
& Return the result to d_result

cudaMemcpy (h_result, d_result, size):
// Load the result from GPU to CPU
}
}

Fig. 6. Pseudocode of Algorithm 1

l:‘: Y Eoa FEoR o]&dtr Yr] HEoR A}
snE GPUS A wmee AAsta ARS-gh}.
L] WA each_thread &t 24 2dzvit} A=
o2 7|2 osAd A ARE Esle HE A
o] JgE Axtgtt Axt #A-E GPUCA HE=
S3sta, Agkut CPUe Adsle] AR-ghc},
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Table 7. The Differentials of PRESENTs 6
round used in the experiment

Differential Input Output

I

1 Pl
a G 0000 0000
1001 0000
0000 0404
(P ) 0000 0404
0% 1001 0000
0000 0000
0000 0404
(P P 1001 0404
0% 0000 0000
0000 0000
000F 0000
(P P 0000 0900
00 G 0000 0000
000F 0900
T

5 P
@ G™ 0000 0000
000D 0500
e o

6 I)[r
G- G™ 0000 0000
0009 0500
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Table 8. The trails of PRESENT's 6 round used in the experiment

Trail Input 1st_R 2nd_R 37*d_R 4th_R 5th_R 6th_R
0000 0009 0000 0900 0000 0000 0000
o 0000 0000 1001 0000 4004 0900 0404
0000 0000 0000 0000 0000 0000 0000
1001 0009 0000 0900 0000 0900 0000
0000 0090 0000 0000 0000 0000 0404
P 0000 0000 2002 0900 0404 0500 0404
1001 0000 0000 0000 0000 0000 0000
0000 0090 0000 0900 0000 0500 0000
0000 0900 0000 0000 0000 0000 0404
Vo 1001 0000 4004 0900 0404 0500 0404
0000 0000 0000 0000 0000 0000 0000
0000 0900 0000 0900 0000 0500 0000
000F 0000 0009 0000 0900 0000 0000
o 0000 0000 0000 1001 0000 4004 0900
0000 0000 0000 0000 0000 0000 0000
000F 1001 0009 0000 0900 0000 0900
000D 0000 0090 0000 0000 0000 0000
o 0000 0000 0000 2002 0900 0404 0500
0000 1001 0000 0000 0000 0000 0000
000D 0000 0090 0000 0900 0000 0500
0009 0000 0900 0000 0000 0000 0000
P 0000 1001 0000 4004 0900 0404 0500
0000 0000 0000 0000 0000 0000 0000
0009 0000 0900 0000 0900 0000 0500
Table 9. The trails of GIFT's 4 round used in the experiment
Trail Input R ond_R SR 4R
0000 0000 0000 000A 0000
G 0000 000A 0000 0000 0000
c 0000 0000 0000 000A 0000
1010 000A 0101 0000 1010
0000 0000 0000 0000 0000
G 0000 0050 0000 0005 0000
C 0202 0000 0000 0000 0202
0000 0050 0202 0005 0000
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